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= Common Pitfalls

» Related Topics

= What is Disaster Recovery
= Success Factors




Common Pitfalls

» Lack of communication

» Lack of awareness training

= Lack of integration with Risk Management
= Lack of DRP testing

= Limited or too broad of scope

= Lack of prioritization

= Lack of plan updates or Poor updates
= Lack of plan ownership

» Lack of management support

= Lack of business unit support

= Lack of change control

= Lack of funds




Related Topics To

= Business Continuity Planning — previous
meeting

» Pandemic Planning — previous meeting

= Business Continuity Management
BS 25999 replaces PAS 56:2003

» Disaster Recovery Planning/Response

In pervious meetings both Business Continuity Planning and Pandemic
Planning have been addressed. Typically these topics have gained traction
together over the past 18 months or so due to the potential spread of the
H5N1 virus.

Another related topic is Business Continuity Management BS 25999 which |
will touch on in the next slide to make sure that there is an understanding of
what the standard is and the various sections of the standard and when to
expect publication

What | am here to talk about today is Disaster Recovery Planning and
Response.



Business Continuity

BCM deals with the continued operations in the
event of a disruption, whether due to a major
disaster or a minor incident, is a fundamental
requirement for any organization --

BS 25999-1:2006 Part 1 Code of Practice/
Guidance Published

BS 25999-2:2007 Part 2 Auditable Specification
document —Release Date to General Public is
October 1st 2007

Business Continuity Management is focused on providing continued
operations in the event of a disruption, whether due to a major disaster or a
minor incident, is a fundamental requirement for any organization. It is
especially important to stakeholders inside privately held organizations and to
the shareholders in publicly traded companies

BS 25999-1:2006 - establishes the process, principles and terminology of
business continuity management (BCM), providing a basis for understanding,
developing and implementing business continuity within an organization and to
provide confidence in business-to-business and business-to-customer dealings

BS 25999-1:2007 This is a specification standard that will detail the
requirements for a Business Continuity Management System (BCMS). It will
be auditable so that your organization will be able to demonstrate compliance
via a certification process.



» Project to initiate creating a DR plan

= Yearly Project to update the contents of
the plan

= Some type of reporting

Project is created to facilitate creating a plan
Then there are yearly projects to update the plan
There is some type of reporting that is done on at least a yearly basis.

The problem with this approach is that the projects related to DR are just that,
stand alone projects that have little or no room to incorporated findings from
previous DR projects.

DR is considered a project or a group of tasks that are done once per year.



The Program approach incorporates the standard projects of initiating creation
of a DR plan, updates, and reporting into a structured framework and program
atmosphere that utilizes continuous process improvement cycles.

This only makes sense because from year to year knowledge will be
accumulated on how to better prepare a plan as well as how better to
implement or test. The plans



